
CS150 Assignment 5

Cryptography

Date Assigned: Monday, November 3, 2003

Date Due: Wednesday, November 12, 2003

Total Points: 60

A secret coded message has been written in the file “secret.dat” in the “CS150 Pub/Assignment 5” folder on “Winter” and you are to write a C++ program that will decode this message into understandable English. You should also include in your program the ability to write coded messages to me.

A cryptogram is a coded message formed by substituting a code character for each letter of an original message. The substitution is performed uniformly throughout the original message. In order to break this code, you must first learn how the message was coded.  This cryptogram formula (very primitive) revolves around a code key.

Encryption methods have historically been divided into two categories: substitution ciphers and transposition ciphers. This encryption algorithm deals with a substitution cipher revolving around a code key which the user must know. With a substitution cipher, each letter or group of letters is replaced by another letter, group of letters, or numbers to disguise it. Consider the following text to be encoded and a code key of: TRIGRAMS 

codekey:    TRIGRAMSTRIGRAMSTRI

plaintext:  ENCODE THIS MESSAGE

If we take the ASCII values of the code key in each of the positions and add the plain text ASCII values in each corresponding position we would have the following: 

codekey:     84  82  73  71  82  65...

plaintext: + 69  78  67  79  68  69...

ciphertext: 153 160 140 150 150 134

Notice that E encoded the first time is 153 and E encoded the second time is 134. This is important because we do not want the intruder to see patterns of characters to help them break the code. To get the message decoded, simply reverse the process as follows: 

ciphertext:  153 160 140 150 150 134

codekey:   -  84  82  73  71  82  65

plaintext:    69  78  67  79  68  69

You are to save your decoded message in a file called < name>5.dec. Your output should be the decoded message just like the file looks. 

After you have written decode properly, you are to write encode. 

To successfully complete this assignment, you are to include the following in your program folder: 

1) Your program < name>5
2) The decoded message < name>5.dec
3) An encoded message < name>5.enc with your favorite joke (keep it clean!!!) 

In an email, send me your codekey, which must be at least 5 characters long. 

I will run your program on the test data supplied and one more file that I will not hand out. 

This program needs to have at least three functions: 

(1) getkey - which returns the codekey and its' length 

(2) encode - which accepts the codekey and length and encodes a message from an external data file and 

(3) decode - which accepts the codekey and length and decodes a message from an external datafile. 

For the datafile secret5.dat, we will assume the code key is sherlockholmes. Assume the upper limit on the number of characters in the code key is 50. 

Here is how your program is to work: 


   Cryptograms

Encode or Decode -> E

Enter codekey: TRIGRAMS

Enter filename to be encoded: msg

Enter filename to be saved: encodedmsg


   Cryptograms

Encode or Decode -> D

Enter codekey: TRIGRAMS

Enter filename to be decoded: encodedmsg

Enter filename to be saved: decodedmsg

This program is due at the start of class on Wednesday, the 12th of November. Don’t forget to submit the problem analysis, design (algorithm) and testing documentation. Name your program ‘<name>5’and place it and all the necessary test files in the ‘CS150-01 Drop’ folder on Winter.


